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1. Executive Summary 

1.1 Main Findings and Summary Opinion 

 

1.1.1 Substantial assurance can be provided for the control environment. The key factors for 

this decision are: the school is a registered data controller with the ICO and has 

nominated senior members to have responsibility for data protection. It has 

implemented appropriate policies regarding information governance and these have 

been embedded in to the organisation. The school ensures data is processed 

fairly/lawfully with appropriate technical and organisational measures taken against the 

accidental loss of personal data. The school routinely issues privacy notices to ensure 

fair processing and obtains consent if the processing is not covered by these notices. It 

takes all necessary steps to comply with the remainder of the GDPR principles in 

relation to keeping personal data up to date and not retaining it longer than is 

necessary. 

1.1.2 Substantial assurance can be provided for compliance by the school with the control 
environment. The key factors for this decision are: the school up to date with key policies 
and procedures. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Schools Information Governance Team - Data Protection Audit 2018/19 Page 4 of 11 

 

2. Introduction 

2.1 Background 

2.1.1 What is the General Data Protection Regulation (GDPR)? - If you handle personal 
information about individuals, you have a number of legal obligations to protect that 
information under GDPR. The Regulation establishes a framework of rights and duties 
which are designed to safeguard personal data. This framework balances the legitimate 
needs of organisations to collect and use personal data for business and other purposes 
against the right of individuals to respect for the privacy of their personal details. The 
legislation itself is complex and, in places, hard to understand. However, it is underpinned 
by a set of six straightforward, common-sense principles. 

 
Article 5 of GDPR lists the data protection principles, a summary of these 
principles are as follows: 

 
a) Processed lawfully, fairly and in a transparent manner in relation to individuals 

 
b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 
 

c) adequate, relevant and limited to what is necessary in relation to the purposes 
for which they are processed 
 

d) accurate and, where necessary, kept up to date 
 

e) kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed 
 

f) processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or 
organisational measures 

Article 5(2) of GDPR also states that The controller shall be responsible for, and be 
able to demonstrate compliance with, paragraph 1. In essence the data controller 
(the school) will need to be accountable and be able to demonstrate its 
compliance with these six principles. 
 

2.1.2 Subject access is one of the main rights of GDPR. It gives people the right to access their 
personal information. An individual can ask you to tell them about any personal 
information you hold about them, and to provide them with a copy of that information. In 
most cases you must respond within one month of receiving it. 
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2.1.3 What is the Freedom of Information Act? The Freedom of Information Act 2000 provides 
public access to information held by public authorities. It does this in two ways: 

 public authorities are obliged to publish certain information about their activities; 

 and members of the public are entitled to request information from public authorities. 

2.1.4 The Act covers any recorded information that is held by a public authority in England, 
Wales and Northern Ireland, including schools and should be provided, subject to 
possible exemptions, within 20 working days. 

 

2.2 Audit Objectives and Scope 

2.2.1 The main objectives of our audit are as follows: 

 To assess the organisation’s level of compliance with current data protection 
legislation and the Freedom of Information Act. 

 To assess the organisation’s level of compliance with its own policies and 
procedures and any relevant sector specific standards and requirements. 

3. Findings and Recommendations 

3.1 Sub-objective 1 - Data Protection and FOI Policies & Procedures 

 

3.1.1 The Data Protection Act 2018, which implements the GDPR into UK statute, requires 
every data controller to register with the Information Commissioner detailing the purposes 
for which they, the data controller, process personal information. 

The school’s current registration, ZA037154, expires on 13 January 2019 and contains 
the correct processing purposes.  The Headteacher and School Business Manager hold 
senior leadership responsibility for data protection within the school and for ensuring the 
school adheres to the requirements of the GDPR and DPA. 

3.1.2 The school has a current data protection policy based on the LA model policy which is up 
to date and reflects the new legislation. The policy has a data protection breach procedure 
incorporated in to the policy. The policy should be published on the school’s website to 
make it available to all stakeholders. New members of staff should be directed towards 
the policy and relevant training on induction to make them aware of their responsibilities 
under the GDPR and DPA.    

3.1.3 A privacy notice informs a data subject the ways an organisation gathers, uses, discloses, 
and manages their data. The school currently issues a privacy notice for pupils but it must 
ensure this process is mirrored for the workforce. The school publishes the pupil privacy 
notice on its website to make it available to parents/legal guardians throughout the pupil’s 
school life.  

3.1.4 The Freedom of Information Act 2000 requires the school the school to have a publication 
scheme published on its website. The publication scheme must accurately reflect what 
the school actually publishes. The school has its publication scheme available and it 
should consider adding the FOI policy as well.   

3.1.5 Principle 5(a) of the GDPR act states personal data shall be processed fairly, lawfully and 
in a transparent manner. The school shares personal data in a lawful manner and where 
appropriate completes data sharing agreements with partner organisations. The school 
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proactively seeks consent from parents/legal guardians for the use of personal data 
where its use falls outside of its statutory obligations and details its practices in the privacy 
notice referenced in 3.1.3.   

3.1.6 Principle 5(d) of the GDPR states personal data shall be accurate and, where necessary, 
kept up to date. The school takes reasonable steps to ensure that pupil and workforce 
data is up to date on regular basis by issuing data collection forms annually to existing 
pupils and on enrolment for new pupils. 

3.1.7 Principle 5(e) of the GDPR states personal data processed for any purpose or purposes 
shall not be kept for longer than is necessary. The school adheres to the Information and 
Records Management Society’s retention schedule to ensure personal data is not kept 
for longer than necessary. This retention schedule is fit for purpose. 

3.1.8 Principle 5(f) of the GDPR states organisational measures shall be taken against 
accidental loss of personal data. The school takes appropriate organisational measures 
against accidental loss by ensuring all personal data is stored and destroyed in a secure 
manner. 

3.2 Sub-objective 2 – Information Requests 

 

3.2.1 Subject access is one of the main rights of the data protection act and gives people the 
right to access their personal information. The recommended new data protection policy 
contains sufficient information regarding the rights of data subjects when the school hold 
their personal data. The school received no subject access requests in the 2017/18 
academic year and has received none so far in the current academic year therefore it is 
not possible to test its compliance with the subject access provisions of either the GDPR 
or the previous Data Protection Act 1998. 

3.2.2 The Freedom of Information Act 2000 provides public access to information held by public 
authorities (including schools). The recommended new Freedom of Information policy & 
publications scheme contains sufficient information regarding the public’s rights of access 
under the Act. The school received a total of 3 FOI requests in the 2017/18 academic 
year and has received none so far in the current academic year. 

In 2 instances the school has misidentified requests for information around contracts and 
has not responded.  These should have been treated as FOIs and dealt with accordingly.  
As such the school should consider refreshing FOI training for their administrative staff 
and SLT and has not complied with its obligations under FOI. 

3.2.3 Organisations may receive requests for information from other organisations outside 
subject access and freedom of information under the exemptions listed in Schedule 2 of 
the Data Protection Act 2018. The school has no defined processes for handling these 
requests although reference to handling them is incorporated in to the recommended data 
protection policy.  The school should adopt the model processes recently issued by the 
BwDBC Schools IG Team. 

3.3 Sub-objective 3 – Data Protection Training 

 

3.3.1 The ICO has advised that it is good practice to provide data protection training on an 
annual basis to all staff that handle personal information. The purpose of this training is 
to raise awareness of data protection within the organisation which should reduce the risk 
of a data protection breach. Regular training also demonstrates the organisations 
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commitment to data protection which should reassure stakeholders and the ICO in the 
event of data protection breach.  

3.3.2 The school has access to current GDPR training available to it through the Schools IG 
SLA with BwDBC. The majority of employees have undertaken the training with the SBM 
recording their completion of the training on their individual training logs. Employees who 
have not completed the training are routinely reminded and new starters are required to 
complete the training as part of their induction.  The school aims to ensure that employees 
refresh their knowledge annually. 

3.4 Sub-objective 4 – Mobile Working 

 

3.4.1 Article 5(f) of the GDPR requires organisations to take appropriate technical measures to 
secure their information. Teaching staff take limited amounts of personal data home to 
mark work and have been issued with encrypted equipment to facilitate this. This is 
deemed an appropriate technical measure however, the use of only encrypted equipment 
needs to be continually reinforced to staff. The use or non-use of encrypted equipment 
can mean the difference when deciding to report a data breach to the ICO. In the event 
of data breach the ICO has the power to issue monetary penalties of up to £17,000,000 
and instruct schools/Headteacher to take specific action through enforcement notices.  

3.4.2 There is no requirement for paper based records to be removed from the school premises 
except for marking therefore there isn’t a requirement for a ‘Records in Transit Policy’ to 
be adopted by the school.  The school specifically prevents teaching staff from report 
writing being done remotely and require this to be done on-site. 

3.4.3 All schools have been issued with a model homeworking policy via the BwDBC SLA and 
the school should adopt this as soon as is practical. 

 

3.5 Sub-Objective 5 – Use of CCTV 

 

3.5.1 The school operates a CCTV system to monitor its external premises and has just had 
the school premises extended with additional cameras installed to cover the premises. 
The school has adequate signage in place. Access to the footage is restricted to 
designated members of staff. It is important the designated members of staff are familiar 
with the ICO CCTV code of practice to ensure it fully complies with code of practice.  

3.5.2 The school’s current CCTV policy has been updated to reflect the new GDPR guidelines 
which covers data subject’s access right to recordings of the information. 

3.5.3 The school has not completed a Data Protection Impact Assessment (DPIA) for the CCTV 
system that is currently in place. Whilst there is no requirement to retro fit a DPIA, the 
School should consider undertaking an assessment to incorporate an evaluation of the 
additional cameras recently added to the system in order to ensure compliance with 
individuals’ privacy rights. 

3.6 Sub-Objective 6 – Use of Children’s Information Systems 

3.6.1   The school currently operates a number of Children’s Information Systems including 
Cracking Comprehension, Rising Stars and RM Maths.  These systems are accessed 
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using iPads that are locked down to prevent any systems other than these being 
accessed.  User accounts are routinely deleted as necessary 

3.6.2   While the completion of DPIAs for legacy systems is not mandatory the school should 
consider completing them for these systems. 

3.7 Sub-Objective 7 – Teacher Performance Management 

  3.7.1  The school does not use any electronic teacher performance management systems and 
so this area has not been audited.  Staff observations and appraisals are conducted 
manually and the paper records stored securely 

3.8 Sub-Objective 8 – Data Breach Management 

  3.8.1 The school has not encountered any data breaches or near misses within the current or 
previous academic years and so it is not possible to evaluate their processing.  The 
school has access to the updated BwDBC breach reporting process via their SLA with 
the Schools IG Team. 

3.9 Sub-Objective 9 – Social Media 

  3.9.1 Social media has become an increasingly useful and powerful tool in communicating with 
the public and has become an increasingly common tool for schools to communicate with 
their communities. 

  3.9.2 The school currently has a Facebook Page and a Twitter page (although Twitter is no 
longer used), where news and information are posted about school activities.  The 
account is operated by the Head Teacher. Only school issued technology is used for 
Social media and all images are deleted from the equipment after posting.  The use of 
staff’s own devices for ‘official’ purposes is expressly forbidden in the school’s AUP. 
Parents are asked specifically for consent to use pupil images. 

 

   

  



 

Schools Information Governance Team - Data Protection Audit 2018/19 Page 9 of 11 

 

4. Management Action Plan 

No. Recommendation Priority Implementation 
Date 

By Whom Management 
Response 

1 Refresh staff 

awareness of FOI and 

how to identify and 

manage requests 

MUST Summer/Autumn 
2019 

SBM/HT Office staff made 
aware by the SBM 

2 Adopt model CCTV 

policy or review and 

update current policy 

to reflect legislative 

changes 

MUST Spring 2019 SBM/HT To review & update 
for ratification in 
Feb 19 

3 Update privacy notices 

to include contact 

details for Schools IG 

Team 

SHOULD Spring 2019 SBM/HT Updated by SBM 
Dec 18 

4 Ensure all staff 

complete DPA training 

annually 

SHOULD Summer 2019 SBM/HT Actioned to update 
annually 

5 Adopt model subject 

access and third part 

access document 

SHOULD Spring 2019 SBM/HT Adopted and to be 
ratified in Feb 19 

6 Complete a DPIA for 

the Children’s 

Information Systems 

being used 

CONSIDER Summer/Autumn 
2019 

SBM/HT/DPO To be actioned by 
SBM 
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5. Audit and Assurance Reporting 

5.1 Status of Audit and Assurance Reports 

 

5.1.1 Whilst this report is directed primarily to the recipients named in the report, Audit 
Reports are subject to the provisions of the Freedom of Information Act and, as 
such, may be required to be made publicly available upon request. Before 
responding to any request to make this report publicly available, or otherwise 
making it publicly available, you should consult the Schools Information 
Governance Team.  

 

5.1.2 This report provides an opinion on those control objectives that were subject to 
review. It does not provide absolute assurance on the subject area or identifies 
all the weaknesses that may exist. It remains the responsibility of school to 
maintain an effective control environment, through the implementation of 
necessary improvements including those recommended in this report. 

 

5.1.3 I would also like to take this opportunity to thank the staff involved for their help 
and assistance during the review. 

 

5.1.4 If you have any queries or comments on this report please contact Lee Gardiner 
on 01254 585344 or Sarah Critchley on 01254 585226. 

 

5.2 Internal Audit Opinion Definitions 

Control Environment Assurance 

 Level Definition 

1 SUBSTANTIAL 
ASSURANCE 

There are minimal control weaknesses which present 
very low risk to the control environment. 

2 ADEQUATE 
ASSURANCE 

There are some control weaknesses which present a 
medium risk to the control environment. 

3 LIMITED 
ASSURANCE 

There are significant control weaknesses which present 
a high risk to the control environment 

4 NO 
ASSURANCE 

There are fundamental control weaknesses which 
present an unacceptable level of risk to the control 
environment. 

 
 
 
 
 
 

Compliance Assurance 
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 Level Definition 

1 SUBSTANTIAL 
ASSURANCE 

The control environment has substantially operated as 
intended although some minor errors have been 
detected. 

2 ADEQUATE 
ASSURANCE 

The control environment has mainly operated as 
intended although errors have been detected. 

3 LIMITED 
ASSURANCE 

The control environment has not operated as intended. 
Significant errors have been detected. 

4 NO 
ASSURANCE 

The control environment has fundamentally broken down 
and is open to significant error or abuse. 

 

5.3 Grading of Audit and Assurance Recommendations 

 Level Definition 

1 Must Critical in that failure to address the issue or progress 
the work would lead to one or more of the following 
occurring; loss, fraud, impropriety, poor value for 
money or failure to achieve organisational objectives. 
Examples include failure to comply with legislation or 
Organisational policies or procedures. 

Remedial action must be taken immediately. 

2 Should Not critical but failure to address the issue or 
progress the work could impact on operational 
objectives and should be of concern to senior 
management. 

Prompt specific action should be taken. 

3 Consider Areas that individually have no major impact on 
achieving objectives or on the work programme, but 
where combined with others could have an effect at 
the process level, which could give cause for 
concern. 

Specific remedial action is desirable. 

 


